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1. Introduction

This document describes how to deploy the ALE Halo series DeskPhone sets on the open SIP PBX.
ALE Halo series will include two models: H2 and H2P.

The following sets are covered: ALE H2/H2P DeskPhone

ALE H2/H2P SIP phones deployment guide provides general guidance on setting up phone
network, provisioning and managing phones.

This guide is not intended for end users, but for administrator with experience in networking who
understand the basis of open SIP networks and VolIP endpoint environments.

As an administrator, you can do the following with this guide:

1 Set up a VolP network and provisioning server.
1 Provision the phones with features and settings.
1 Troubleshoot, upgrade and maintain phones.
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Glossary
DHCP Dynamic Host Configuration Protocol
DM Device Management = provisioning server
EDS Easy Deployment Server
FQDN Fully Qualified Domain Name
HTTP/HTTPS Hypertext Transfer Protocol/Hypertext Transfer Protocol Secure
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MM Man Machine Interface
PoE Power over Ethernet
RAM Random Access Memory
SIP Session Initiation Protocol
SSH Secure Shell
URL Uniform Resource Locator
usB Universal Serial Bus
VCI Vendor Class ldentifier
WBM Web Based Management
WAN Wide Area Network
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2. Phone set provisioning overview

2.1 Provisioning method priority

This chapter gives general indication on the parameters that must be provisioned to start a set,
the different ways to provision these parameters, and the priority rules between them.

Basically, parameters that must be provisioned are:

1 IP parameters (IP address, netmask and router IP address)

1 SIP account parameters (SIP server FQDN, domain, authentication, SIP User)

1 DM URL, when SIP parameters are provisioned via SIP configuration files downloaded from
3 provisioning server

The different ways to provision these parameters are;

1 IP parameters
o Statically via MM
o Dynamically via DHCP

9§ SIP account parameters:
o Manually

Via MMI: see Configuring IP parameters and SIP account parameters via MMI
Via WBM: see Configuring IP parameters and SIP account parameters via WBM

o Automatically via SIP configuration files downloaded from a provisioning server

T DM URL (DM server-> DM URL (required only in case of initialization with SIP configuration
files)
o Manually:

Via WBM: see configuring the provisioning server URL via WBM
o Automatically:

Via DHCP: see DHCP configuration for download path of SIP configuration files
Via EDS server: see Setting up auto-provisioning with EDS
Via SIP PnP: see Setting up auto-provisioning with SIP PnP

The method you use depends on how many phones need to be deployed and what features
and settings to be configured. We recommend using manual provisioning as your primary
provisioning method when just need several phones for testing.

2.2 Configuring IP parameters and SIP account parameters via MMI
The download modes (Provision DM URL) are sorted in descending order of priority as follows:
DHCP, SIP PnP, and Static Provisioning Server.

The device supports SIP PnP, DHCP options, Static provision. If all 3 methods are enabled, the
priority from high to low is as follows:

PnP > DHCP > Static Provisioning
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2.2.1 Configuring IP parameters via MMI
The setting menu of the MMI can be accessed after the phone is initialized successfully:

1) Enter the admin password (the default admin password for the phone out of box is
123456).

2) Press the softkeys IP param > IP Config > IPv4 settings to access the IP parameters
setting page. This page allows to select the initialization mode (The default DHCP mode
is dynamic) and to configure network parameters if static mode is selected.

3) Press the softkey “Left/Right” to switch to Static.
4y Complete the set IP parameters:

IP: enter the set IP address

Mask: enter the IP subnet mask

Gateway: enter the default router IP address
Press the OK key to save modifications.

1 Press return key to exit the settings menu.

= =4 —a -

2.2.2 Configuring SIP account parameters via MM
The setting menu of the MMI can be accessed after the phone is initialized successfully:

1) Enter the admin password (the default admin password for the phone out of box is
123456).

2) Press down key on navigator keypad until the last page and press SIP Account softkey.
3) Select a SIP account and configure related SIP server connection parameters.

4) Press the OK key to save modifications.

5) Press return key to exit the settings menu.

2.3 Configuring IP parameters and SIP account parameters via WBM

You can configure ALE H2/H2P DeskPhone sets via web user interface (WBM) when the phone
has started up with proper IP parameters.

1)
2)

Press “OK” key to find the IP address of the set

In a web browser, enter the URL: https://[IP address],

You are prompted to enter login/password:

login: enter admin

password: enter the password (default password is 123456)

Click Logon

Go into Network->IPv4 Settings to configure IP parameters in web:

Copyright @ ALE 2020 All Rights Reserved. 2020 July V1 8
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= Network
Y Line Static 1P O DHCP @ PPPOE O
‘ bled |
& Phone settings
‘ Alcatel-Lucent ‘
Phonebook [once |
call logs L o ‘ ‘
\ |
Function Key ‘ ‘
= Application
Ty [ oo |
Go into Line->Register Settings to configure SIP account parameters in web
Alcatel-Lucent
SIP Dial Plan Basic Settings
Status
Line | 2235@SIP ‘
&  Network
Register Settings -~
Line
Line Stat Registered
& Phone settings
Usemanm | 223 |
Phonebook Display name: | 2235

call logs

Function Key

SRR erver Address | 30.1.62.252 ‘Ser'{sr:\d:rsss ‘ |

Security

2.4 Configuring the provisioning server URL via WBM

You can configure ALE H2/H2P DeskPhone sets via web user interface (WBM) when the phone
has started up with proper IP parameters.

1) Press "OK" key to find the IP address of the set

In a web browser, enter the URL: https://[IP address]

w N

You are prompted to enter login/password:

b

password: enter the password (default password is 123456)

9))]

Click Logon

~

)

)

)

) login: enter admin
)

)

) Go to Status > Auto Provision->Static Provisioning Server
)

0

In the Server Address field, enter the complete URL (for example:
ftp/tftp/http/https://<provisioning server |P address>/download).

Copyright @ ALE 2020 All Rights Reserved. 2020 July V1 9



Alcatel-Lucent @

Enterprise

9) In the Configuration File Name field, enter the file name (for example: $config.mac.xml)

Information Account Configurations Upgrade Auto Provision Tools Reboot Phone

Status SIP Plug and Play (PnP) 5

Static Provisioning Server e

Server Address: 0.0.0.0
*  Phone settings Configuration File Name:
Protocol Type: TFTP v

Phonebook

Update Interval: 1 (1~2400)Hour(z)

Call logs

Function Key

e Autoprovision Now bl
Application

1) Press Apply to save modification.
2) Press Autoprovision Now.

The set will try to download the SIP configuration file from the provisioning server
immediately.

Note: The configuration file name. If it is empty, the telephone will request the common file
and device file which is named as its MAC address. The default file format is CFG format. The
file name could be a common name such as $mac.cfg, $input.cfg. The file format supports
CFG/TXT/XML. If you want to download a XML format device file, the file name can be
$config.mac.xml.

2.5 Central provisioning with SIP configuration files

You can set up ALE H2/H2P DeskPhone sets by a SIP configuration file, downloaded by the set
from a provisioning server using FTP, TFTP, HTTP or HTTPS. The SIP configuration file contains
necessary information to allow the phone to register to the SIP server. The file name is
$config.mac.xml.

For more information on the SIP configuration file content and structure, see:

1 Description of the SIP Settings in configuration file
1 SIP configuration file templates

To configure a provisioning server in your network environment, see: Provisioning server
setup overview.

The download path of SIP configuration file can be provisioned:

By DHCP: see Setting up a DHCP server

By EDS: see Setting up auto-provisioning with EDS

By SIP PnP: see Setting up auto-provisioning with SIP server
Statically:

=A =4 -4 =
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1 Via WBM: see configuring the provisioning server URL via WBM
2.6 Classification of Configuration Files

1) By function

. General configuration file

A general configuration file takes effect for all terminals. The general configuration file is
named differently on different terminal models.

The rules for naming the general configuration file are described as follows:

Model Name of General Configuration File
H2P AOVOH2PO000.cfg
H2 AOVOH20000.cfg

1 Configuration file named by users

Users can define the name of a configuration file. For example, if a user names a device configuration file
as name.xml, the telephone set initiates a request to the server to download the general configuration file
name.xml. The user can enter the corresponding configuration file name and download the upgrade
configuration from the server.

1 Configuration file named after MAC addresses

A configuration file named after a terminal MAC address is valid only for the terminal with
the MAC address contained in the configuration file name. For a configuration file named
after a MAC address, the MAC address contained in the file name is one for which the
connectors are removed. For example, the MAC address of an H2 terminal is
00:15:65:11:3a:f8 and the configuration file name is config.001565113af8.xml. A user can
upgrade the specified telephone set with this file.

2) By format

XML format

CFG format

TXT format
o Supported file formats include cfg, txt, and xml.
o Internal file format

= =4 =4

The file header is 64 characters long and ends with a carriage return character (\r\n).
For example, <<VOIP CONFIG FILE>>Version: 2.0002

Pay attention to the part "Version: 2.0002". If a telephone set is successfully upgraded
using the auto provision mode, the version number (for example 2.0002) is displayed in
the version number position on the webpage. If no version is carried, the digest of the
configuration file is displayed.

End of file
For example, <<END OF FILE>>

To update an option, the module header of this option must be carried.
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For example, to modify "Host Name "<GLOBAL CONFIG MODULE> must be
carried.

<<VOIP CONFIG FILE>>Version: 2.0002

<GLOBAL CONFIG MODULE>
Host Name - VOIP (not less than 20 characters)
<<END OF FILE>>

3) By encryption status

1 Unencrypted configuration file
1 Encrypted configuration file
o Unencrypted configuration file

The content of an unencrypted configuration file is displayed in plaintext, as shown in
Figure 1.

<<VOIP CONFIG FILE>>Version:Z. 0002
<GLOBAL CONFIG MODULE>

Time Zone 13E

<AUTOUPDATE CONFIG MODULE>

tuto Fhook Url ttftp //123:123@172, 16, 6. T0/500. cav
Auto Image Url thttp://123:123@172, 16. 6. T0:8000/%4. =
tuto Etc Url ttftp: /172 16,6 T /sips. pen

<<END OF FILE:>

Figure 1
o Encrypted configuration file
The content of an encrypted configuration file can't be displayed in plaintext.

If a downloaded configuration file is encrypted using AES, an AES key is required to
decrypt the configuration file. The key must contain 64 hexadecimal characters (O to F). All
configuration files can be encrypted. Log in to the webpage and choose Maintenance > Auto
Provision. Enter the key in config Encryption Key if an encrypted general configuration file
is to be downloaded and in Common Config Encryption Key if other encrypted
configuration files are to be downloaded, as shown in Figure 3. If a configuration file to be
downloaded is not encrypted but you enter a key in the corresponding position, the
telephone set considers the configuration file as an encrypted one.

Copyright @ ALE 2020 All Rights Reserved. 2020 July V1 12
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Auto Provision Settings

Current Config Version 2.0002
Common Config Version 2.0002

CPE Serial Number 00100400XH020010000000010e597052
User ‘ |

Password

Config Encryption Key
Common Config Encryption Key

Save Auto Provision Information

DHCP Option Settings >>
Plug and Play (PnP) Settings >>
Phone Flash Settings >>

TRO69 Settings >>

2.7 Connecting the phone set to the customer network
To connect the phone set to the customer network:

1 If the phone set is powered by POE:
Plug the RJ45 cable into the set LAN connector
Connect the RJ45 cable to the customer network via a POE hub/switch (IEEE802.3af
compliant)

1 If the phone set is not powered by POE:
Plug the AC/DC external adapter to the set power supply connector (DCSV) and connect the
plug to the power supply

Once the phone set is connected and powered up, it automatically starts initializing.

The phone set begins the initialization process by following steps after connected the power
and network:

1) The Line LEDs indicators glow blue.

2) The message “Alcatel-Lucent Enterprise” logo appears on the phone screen when the phone
set starts up.

3) The main phone screen displays the following:
4) Press the softkey "Setting” to go into the settings menu.
5) Press “OK" key to check the phone IP address.

Copyright @ ALE 2020 All Rights Reserved. 2020 July V1 13
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3. Accessing phone set information

3.1 Checking phone set hardware information

A label is present on the back of the phone set. It provides hardware information such as the
phone model, S/N and MAC address.

3.2 Checking the software version of the phone set
You can check the software version of the phone set as below:
Go into the MMI menu : Setting->Version

Press the “OK” key to check the phone software version.

3.3 Checking the network settings of the phone set
You can check the network settings of the phone set via the MMI:
Go into the MMI menu : Setting->Network

Press the “OK” key to check the phone network settings.

4. Commissioning phone sets

This chapter describes basic initialization instructions of ALE H2/H2P DeskPhone sets. Four
scenarios are described:

=A =4 =4 =

Scenario 1: IP static initialization on LAN, no SIP configuration file

Scenario 2: IP dynamic configuration on LAN, no SIP configuration file

Scenario 3: IP dynamic configuration on LAN with SIP configuration file (zero touch)
Scenario 4: IP dynamic configuration on WAN with SIP configuration file (zero touch)

4.1 Scenario 1: IP static initialization on LAN, no SIP configuration file

Scenario 1 describes the commissioning of a set on the LAN with [P static initialization
(no DHCP server) and without SIP configuration files (no provisioning server). In this
scenario, all the configuration is performed via the set MMI.

Before beginning: you must know the following:

o |IP parameters of the set (IP address, netmask, router IP address)
o SIP parameters: SIP call server information (IP address, domain, authentication)

To commission the set:

1) Configure the phone set on the SIP call server as needed according to the SIP server
documentation
2) Connect the set: see Connecting the phone set to the customer network
3) Access the phone set user interface (MMI) and configure the following:
o Change the initialization mode from Dynamic (default mode) to Static: see: Configuring
IP parameters via MMI
o Configure the IP parameters of the phone set: see: Configuring IP parameters via MMI

Copyright @ ALE 2020 All Rights Reserved. 2020 July V1 14



Alcatel-Lucent @

Enterprise

o Configure SIP parameters (via a SIP account): see: Configuring SIP account parameters
Vvia MMI

4.2 Scenario 2: IP dynamic configuration on LAN, no SIP configuration file

Scenario 2 describes the commissioning of a set on the LAN with IP dynamic initialization
(provision of standard IP parameters by DHCP server) and without SIP configuration files (no
provisioning server). In this scenario, the set gets its IP parameters from the DHCP server and
SIP parameters are configured manually via WBM.

Before beginning: you must know the following:
SIP parameters: SIP call server information (IP addressing, domain, authentication)
Prerequisites:

A DHCP server is operational on the LAN (no specific configuration required): see Setting up a
DHCP server

To commission the set:

1) Configure the phone set on the SIP call server as needed according to the SIP server
documentation

2) Connect the set: see Connecting the phone set to the customer network

3) Read the IP address on the phone set display

4) Access the phone set configuration via WBM: see Configuring IP parameters and SIP
account parameters via WBM

5) Configure SIP parameters

4.3 Scenario 3: IP dynamic configuration on LAN with SIP configuration file
(zero touch)

Scenario 3 describes the commissioning of a set on the LAN with IP dynamic initialization
(provision of standard IP parameters by DHCP server) and with SIP configuration file which
will be downloaded during set initialization from a provisioning server, whose URL is provided
by the DHCP server: this requires a specific configuration on the DHCP server. In this scenario,
the set starts without any manual operation via MMI or WBM (zero touch).

Before beginning: you must know the following:

SIP parameters: SIP call server information (IP addressing, domain, authentication): this
information is require to build the configuration file

Prerequisites:
The phone set must initialize in dynamic mode (default mode)

A DHCP is operational on the LAN and configured to provide the URL of the provisioning
server (DM URL): see Setting up a DHCP server and DHCP configuration for download path of
SIP configuration files

A provisioning server is operational on the LAN: see Setting up a provisioning server

To commission the set:

1) Configure the phone set on the SIP call server as needed according to the SIP server
documentation

Copyright @ ALE 2020 All Rights Reserved. 2020 July V1 15
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2) Create and configure the SIP configuration file: see: Building a SIP configuration file
3) Deploy the SIP configuration file in the provisioning server relative directory
4) Connect the set; see Connecting the phone set to the customer network

After the Iast initialization step, the set registers to the SIP server.
4.4 Scenario 4: IP dynamic configuration on WAN with SIP configuration file
(zero touch)

Scenario 4 describes the commissioning of a set on the WAN with IP dynamic initialization
(provision of standard IP parameters by DHCP server) and with SIP configuration files which
will be downloaded during set initialization from a provisioning server, whose URL is provided
by the EDS server: this requires a specific configuration on the EDS server. In this scenario, the
set starts without any manual operation via MMI or WBM (zero touch).

Before beginning: you must know the following:

SIP parameters: SIP call server information (IP addressing, domain, authentication): this
information is required to build the configuration file

Prerequisites:
The phone set can reach the WAN
The phone set must initialize in dynamic mode (default mode)

A DHCP is operational on the LAN (no specific configuration required): see Setting up a DHCP
server.

A provisioning server is operational on the WAN or Cloud: see Setting up a provisioning server.

A profile associated to the phone MAC address has been created on the EDS server to
provision DM URL and certificate relative URL: see Setting up auto-provisioning with EDS

To commission the set:

1) Configure the phone set on the SIP call server as needed according to the SIP server
documentation

2) Create and configure the SIP configuration file: see: Building a SIP configuration file

3) Deploy the SIP configuration file in the provisioning server relative directory

4) Connect the set: see Connecting the phone set to the customer network

After the last initialization step, the set registers to the SIP server.

Setting up a DHCP server

This chapter details the configuration of the DHCP server to be performed when ALE H2/H2P
DeskPhone sets initialize in dynamic mode.

The DHCP can be used to provide standard IP parameters only (see Commissioning phone sets:
scenarios 2, 4) or standard IP parameters and the DM URL (see Commissioning phone sets:
scenario 3). When the DM URL is not provisioned by the DHCP server, no specific configuration is
required on the DHCP server: only standard IP parameters are required.
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You can skip this section if ALE H2/H2P DeskPhone sets initialize in static mode (see
Commissioning phone sets: scenario 1).

DHCP option configuration for IPv4 details the list of DHCP options supported by ALE H2/H2P
DeskPhone sets.

DHCP configuration for download path of SIP configuration files describes how to configure the
download path of SIP configuration files on the DHCP server.

Note: Configuring the download path is not required when auto-provisioning with EDS is used.
5.1 DHCP option configuration for IPv4
DHCP Option

1) To use the DHCP Option mode, the network mode of the telephone set must be DHCP.
2) DHCP Option has four options: DHCP Option 66, DHCP Option 43, Custom DHCP Option,
and DHCP Option Disable. The default is Option 66.

Information Account Configurations Upgrade JAuto Provision| Tools Reboot Phone

Status
Basic Settings =

DHCP Option e

Opticn ‘alue: Option 66 v

2 Phone settings

Option 43
Custol ntion Walue: | fPa~254)
Custom Option Value: Custom Option ( go~254)

Phonebook Disabled
Enable DHCP Option 120:

Call logs

= DHCPvE Option -
Function Key >
Application SIP Plug and Play (PnP) -

5.2 DHCP configuration for download path of SIP configuration files

If DHCP Option 43 is chosen when auto provision parameters are obtained through DHCP, the
DHCP Discover and DHCP Request messages sent by the terminal to the server contain the
following field values:

43 = Vendor-Specific Information

The DHCP Offer and DHCP ACK messages sent by the server to the terminal contain the
following field values:

The value is for example: http://172.16.6.45/%configmac.xml.

The auto provision parameters of DHCP Option 66 and Custom DHCP are the same as those of
DHCP Option 43.

DHCP Option Disable indicates disabling DHCP Option.
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6. Setting up a provisioning server

6.1 Provisioning server setup overview

A provisioning server is necessary when SIP configuration files are used (see Commissioning
phone; scenarios 3, 4).

You can skip this section if ALE H2/H2P DeskPhone sets initialize without SIP configuration
files (see Commissioning phone sets: scenarios 1, 2).

ALE H2/H2P DeskPhone sets support the following transport protocols for provisioning: FTP,
TFTP, HTTP and HTTPS.

The HTTP/HTTPS provisioning server can be set up on the local LAN. Use the following
procedure as a recommendation if this is your first provisioning server setup.

To set up the provisioning environment:

1) Install an FTP/TFTP/HTTP/HTTPS server application or locate a suitable existing server.
2) Create an account and home directory.
3) Set security permissions for the account.

Once the setup has been completed, create the SIP configuration files required for set
commissioning (see: Building a SIP configuration file), and copy them in the
FTP/TFTP/HTTP/HTTPS provisioning server relative directory.

If the phone has retrieved a DM URL from the DHCP server, it downloads the configuration file
from the provisioning server.

Note: The DM URL which is configured in the DHCP server corresponds to the path of the SIP
configuration files stored on the provisioning server.

6.2 Example with the Apache HTTP server setup

Configure a Windows server system (or virtual system) to set up an Apache web server with
following standard steps. When the Apache web server has been successfully installed, create
a directory on this server to store the SIP configuration files or firmware binary files, and get
the download URL for set commissioning.

1) To set up an Apache HTTP server
2) Install the Apache web server

When installing Apache, you are asked to enter your domain name, network name, and e-mail
address. You can add any value in these fields. The format must be:

o Domain name: example.com
o Network name: www.example.com
o E-mail address: user@example.com
3) Click Next
4) Select the Apache HTTP server from the radio button list
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f.‘; Apache HTTP Server 2.2 - Installation Wizard = ﬂ

Custom Setup
Select the program features you want nstaled.

Click on an icon in the list below to change how a featuwre & nstaled.

—Festure Description

= R
= | Apache Runtme km Wieb Server

X | Buid Headers and Lbraries
&3 | APR Iconv Code Pages
=3 ~ | Apache Documentation

&3 ~ | Apache Service Taskbar Icon This feature requires OKS on
your hard drive. 1thas 3of 3
subfeatures selected, The

subfeatures require 36M8 on
your hard drive.
Install to:
C:'\Program Fles (x85) Wpache Software Foundation\Apadhe2. 2\ Change... l
Inet=liSyeld -
hp | spae | <maxk Next > cancel |

An error message is displayed such as: "Apache could not be configured. Edit you
Apache.conf file"

5) Go to; Start > Programs > Apache HTTP server <version number> > Configure Apache
Server > Edit the Apache httpd.conf configuration file

VIR AIUINS NSNS WS e

Windows Media Player
Wirdows Update
XPS Viewer
Accassones
Apache HTTP Server 2.2
__| Apache Oniine Documentation
|| Help, T'm Stuck!
\; Monitor Apache Servers Control Panel
| Configure Apache Server
| | Edt the Apache httpd,conf Configuratio and Printers
\ Test Configuration
|, Control Apache Server ] t Programs

4 Back Help and Support

I |Search programs and files @ Shut down | »

[ 7start

6) Go to the DocumentRoot line
7) Change the document root to point to the location of your website folder, using the
character "/", instead of "\"
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httpd - Notepad E =10l
Fle Edit Fomat View Heb
¥ Al

# Serveradmin: Your address, where problems with the server should be
# e-mailed. This address appears on sage server-generated pages, such
# as error documents. e.g. admin@your ain. com

#

Serveradmin anuj@wikihow,sampie.com

4
# serverName gives the name and port
# This can often be determined automa
|# it explicitly to prevent problems
#

the server uses to identify itself.
11y, but we recommend you specify
startup.

# If your host doesn't have a regist DNS name, enter its IP address here. _l
#

#ServerName www. wikihow. sa . Com:

#
# Documentroot: The directory
|# documents. By default, all
4 symbolic Tinks and aliases
#

will serve your
e taken from this directory, but
sed to point to other locations.

DocumentROOT

L4

# Each directory to which Apache has access can be configured with respect
# to which services and features are allowed and/or disabled in that

# directory (and its subdirectories).

#

# First, we configure the "default" to be a very restrictive set of
# features.

#
<Directory /> =

8) Repeat this operation for <Directory "drive:/location”>

 httpd - Notepad .-.LQL_.I" :
Fle Edt Format View Hep
</Directory> .:.l
«
# note that from this point forwardu must specifically allow
# particular features to be enablediifso if something’s not working as
# gou might expect, make e tha have specifically enabled it
# below.
#
¢
# This should be changed to / you set DocumentRoot to.
e -
<Directory "FENENNFFENED
: [
# possible values for the options directive are “"None™, "All",
# or any combination of:
# Indexes Includes FollowSymtinks symLinksifownermatch ExeccGr Multiviews
4
# Note that "wultiviews” must be named *explicitly* --- "options A11"
: doesn’'t give it to you.
# The options directive is both complicated and important. Flease see
# http://httpd. apache.org/docs/2. 2/mod/core. htmi#options
# for more information.
#
options Indexes FollowsymLinks
#
# Allowoverride controls what directives may be placed in .hraccess files.
# IT can be "Al1", "None”, or any combination of the keywords:
# Options FileInfo AuthConfig Limit
£ p--|

9) To verify your configuration, go to Apache in your taskbar and stop the service
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. 10:23PM
A | ))
Ij”»t‘ D) 415013
10) Restart the service
[Apoche service tomtr ol xd

e

Service Status
B sche? 2

The Apache2 2 service i starting
The Apache2 2 service has stated

[Apache/2.2.25 (Win32)

If the service does not start, modify the Apache httpd.conf configuration file properly

11) Once the service is restarted, open a web browser and enter localhost or 127.0.0.1 in
address Bar

/> New Tab - Windows Internet Explorer

P ~——
- |e) 127.0.0.4
- Favorites w'127.0.0.1
| tabs »
View tabs that you've closed since starting Internet Explorer
N\ Index of /httpd/binaries/win32
wiki
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6.3 Building a SIP configuration file
Before beginning, you must have the following;

The MAC address of the phone set required for the name of the SIP configuration file (Imac
address of the phone set}.xml, for example config.00809fe7021e.xml): see Checking phone set
hardware information

A text editor, such as Notepad++, to create and edit configuration file Build the SIP
configuration file required for set commissioning:

1) Install a FTR/TETP/HTTP/HTTPS server application or locate a suitable existing server.

For details on the file structure, name and minimum settings, see: SIP configuration file
templates

2) Complete the SIP configuration file according to your needs.

For details on the available settings, see: Description of the SIP Settings in configuration file.

Once creation is completed, copy the SIP configuration file in the FTP/TFTP/HTTP/HTTPS
provisioning server relative directory.

7. Setting up auto-provisioning with EDS

ALE H2/H2P DeskPhones support Zero Touch Deployment using ALE Easy Deployment Server
(EDS). You can contact the ALE EDS administrator account.eds@al-enterprise.com for more
information. You can connect to https://admin.eds.al-enterprise.com/register to sign-up for a free
EDS account.

ALE EDS is a server side service that helps ALE H2/H2P DeskPhone sets to connect to the
provisioning server on first startup. The service is deployed on the Internet Cloud.

The EDS server allows to provision sets with the DM URL and certificates, allowing them to
initialize from the WAN (see Commissioning phone sets: scenario 4), without requiring a specific
configuration of the DHCP server.

When the set starts in dynamic mode and no provisioning server URL (DM URL) is configured via
MMI or received from DHCP, it tries to connect to the ALE EDS server, whose address is hard-
coded in its software. The server verifies the set's MAC address, and searches a profile for the set
in the database.

The provisioning server URL and certificate relative URL are provided in the profile. The set
downloads certificate, connects to the provisioning server via this URL, and downloads its SIP
configuration file.

Note: Auto-provisioning with EDS does not apply to phone sets initializing in static mode.
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Administrator logs in to EDS
"9,) via his/her account to manage
'°J‘ devices, servers and certificates

Administration
‘computer

S fe
r 1
. 3. Request -
ﬁ https|http:/fyour company provisioning server or ALE Cloud server
I. - 4. Response ||||||I
il Configuration file recovery from provisioning server L_____J
SIP device {config DE7OSF010203 xmi) Provisioning server

8. Setting up auto-provisioning with SIP server (SIP PnP)

PnP provides a SIP-based configuration upgrade/deployment method. Enter the server IP address
and port and select Enable SIP PnP

Information Account Configurations Upgrade Auto Provision Tools Reboot Phone

Basic Settings -
DHCP Option ~
¢ Line
DHCPvG Option e
& Phone settings
SIP Plug and Play (PnP) -~
Phonebook
Call logs Enable SIP PnP: &

Function Key

Application Tearsnert Prolocal DP

Security

If PnP is enabled for a terminal, the terminal sends a SIP SUBSCRIBE message periodically in
multicast mode. A SIP server supporting this message responds to the message and returns a SIP
NOTIFY message carrying the path of the auto configuration/deployment server. The terminal can
obtain the configuration file to be downloaded from this path. This auto configuration/deployment
method applies to scenarios without a default auto configuration/deployment server or scenarios
where a terminal uses a static IP address and cannot automatically obtain related parameters
through DHCP Option.
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9. Upgrading the firmware

This chapter details the firmware upgrade of ALE H2/H2P DeskPhone sets. You can have the binary
by connected http://www.aledevice.com/site/download.

9.1 Upgrading by WBM

1) Download the binary file and save it on your local PC

2) Connect to the set WBM and go to: Status > Upgrade >Software Upgrade
3) Click Add binary files

4) Select the binary file which is one “.z" format file.

Mame

|| H2P-2.10.00.0001050.z

Information Account Configurations Upgrade Auto Provision Tools Reboot Phone

Status
Software upgrade

Current Software ‘ersion: R100.2.10.00.0001015

[ |m—|

2 Phone settings

Phonebook ’ Upgrade Server ;

Call logs
Firmware Information <

Function Key

Application

Security

5) Click Upgrade
After download, the phone installs the new binary and reboots.

On the phone set, you can check the version from the settings menu (see: Checking the
software version of the phon set).

9.2 Upgrading by configuration file

You can upgrade the H2/H2P phone using the SIP provisioning server and SIP configuration
with relevant parameters.

H2/H2P phone can upgrade by downloading firmware binary files from a provisioning server
whose URL must be defined in the SIP configuration file.

Settings:

<ota>
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<FirmwareUrl> http://192.168.2.2/ale/firmware/ H2P-2.10.00.0001050.z </FirmwareUrl>
</ota>
Description:

Set up the upgrading URL. Put the firmware binary file in the directory of provisioning server,
for example the URL could be http://192.168.2.2/ale/firmware/ H2P-2.10.00.0001050.z

Then this settings should be: FirmwareUrl: http://192.168.2.2/ale/firmware/ H2P-
2.10.00.0001050.z

You can trigger an immediate upgrade by resetting manually the H2/H2P DeskPhone set.

Automatic update operates in the following way:

1 The phone polls for config file at the time defined by “Flash Interval”

1 If the directory contains a different version (older or newer), the set updates with this
version

1 If no binary file is available on the server, or the version is the same, nothing happens

The following settings for the SIP configuration file template used for the phone upgrade at
phone startup.
<ota>
<FirmwareUrl></FirmwareUrl>
</ota>

1) Prepare the SIP configuration file and put it on the SIP provisioning server

2) Put the firmware binary on the SIP provisioning server

3) Start the phone. The phone downloads the SIP configuration file and enter the upgrading
process. The phone reboots automatically after finishing the whole upgrading process.

4) When the phone restarts, check that it had been upgraded to the desired version (refer to
Checking the software version of the phone set)

10. Troubleshooting

When the phone is not in normal use, the user can try the following methods to restore normal
operation of the phone or collect relevant information and send a problem report to ALE.

10.1 Get Device System Information

Users can get information by pressing the [Setting] >> [Network/Version] option in the phone.
The following information will be provided:

The network information

Equipment information (model, software and hardware version), etc.

10.2 Reboot Device

Users can reboot the device from soft-menu, [Setting] >> [Reboot], and confirm the action by

[OK].
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Or, simply remove the power supply and restore it again.
10.3 Reset Device to Factory Default

Reset Device to Factory Default will erase all user's configuration, preference, database and
profiles on the device and restore the device back to the state as factory default.

To perform a factory default reset, user should press [Setting] >> [Admin], and then input the
password to enter the interface. Then choose [Restore Factory] and press [OK], and confirm
the action by [OK]. The device will be rebooted into a clean factory default state.

10.4 Use Telnet

1 Enable Telnet.

Telnet default is disable and can be enabled in web.

Alcatel-Lucent @

Enterprise

E Sstatus Basic Service Port VPN Advanced

&

Service Port Settlngso T

Web Server Type: ‘ HTTPS v |
Phone settings

Web Logon Timeout: ‘ 15 | {10~30)Minute
Phonebook web auto login (]

HTTP Port: | 50 |
Call logs

HTTFS Fort ‘ 443 |
Function Key

RTP Port Range Start: ‘ 10000 |
Application RTF Port Quantity ‘ 1000 |

Enable Telnet [m]
Security

Telnet Port ‘ 23 |

- oeveeLos Lo

Now, we just need to connect a PC to the phone same LAN. Type the command “telnet X.x.X.x
“to access the phone system . “x.x.x.x” should be replaced by the phone IP address. Then, type
root and will go to the phone system.

10.5 Command in Telnet

The command is similar like the Linux command.
ps: view all the tasks

top: CPU , Memory information

ifconfig: network information
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10.6 Screenshot

If there is a problem with the phone, the screenshot can help the technician locate the function
and identify the problem. In order to obtain screen shots, log in the phone webpage [Status] >>
[Tools], and you can capture the pictures of the main screen and the

secondary screen (you can capture them in the interface with problems).

Information Account Configurations Upgrade Auto Provision Tools Reboot Phone

Status
Syslog
#  Network

Web Capture h

L Line

Sereenshot

2 Phone settings

Main Screen
Phonebook

Call logs

Watch Dog ~
Function Key

PING =

Application

Security

10.7 Network Packets Capture

Sometimes it is helpful to dump the network packets of the device for issue identification. To
get the packets dump of the device, user needs to log in the device web portal, open page
[Status] >> [Tools] and click [Start] in “Network Packets Capture” section. A pop-up message will
prompt to ask user to save the capture file. User then should perform relevant operations such
as activate/deactivate line or making phone calls and click [Stop] button in the web page when
operation finished. The network packets of the device during the period have been dumped to
the saved file.

Information Account Configurations Upgrade Auto Provision Tools Reboot Phone

Status

Syslog
7 Network

Web Capture Caz

L Line

% Phone settings

Phonebook
Screenshot »

Call logs

Watch Dog e
Function Key

PING =

Application
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10.8 Get Log Information

Log information is helpful when encountering an exception problem. In order to get the log
information of the phone, the user can log in the phone web page, open the page [Device log],
click the [Start] button, follow the steps of the problem until the problem appears, and then
click the [End] button, [Save] to local analysis or send the log to the technician to locate the
problem.

Device Log

Status

Device Log Start stop Claar Save

7 Network

. Line

% Phone settings

Phonebook

Call logs

Function Key

Application

Security

%¢  Device Log

10.9 Syslog capture

Go to Status - tools - Syslog on phone web page:

Syslog
Enable Syslog v
Server Address |172.16.12.19 | o
Server Port |514 | 7]
APP Log Level | Debug v | (7]
SIP Log Level | Debug v |

Apply

1) Enable syslog

2) Server Address is the syslog serve address or the computer IP address that running
Wireshark.

3) Log level is debug

4) Click the “Apply” button

5) After applied, reproduce the issue. While the issue occurs, stop and save the log file.

If using capture tool, start the capture tool before the syslog. While syslog is ending, make the
capture tool stop and save the capture trace file.
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11. Appendixes

11.1 SIP configuration file templates

<?xml version="1.0" encoding="UTF-8"?>

<sysConf>
<Version>2.0000000000</Version>

<net>

<WANTYPE>0</WANTYPE>
<WANIP>192.168.1.179</WANIP>

<WANSubnetMask>255.255.255.0</WANSubnetMask>

<WANGateway>192.168.1.1</WANGateway>
<DomainName></DomainName>
<PrimaryDNS>8.8.8.8</PrimaryDNS>
<SecondaryDNS>202.96.134.133</SecondaryDNS>
<EnableDHCP>1</EnableDHCP>
<DHCPAUtoDNS>1</DHCPAUtODNS>
<DHCPAutoTime>0</DHCPAutoTime>
<DHCPOption100-101>1</DHCPOption100-101>
<UseVendorClassID>0</UseVendorClassID>
<VendorClassID>ALE H2P</VendorClassID>
<EnablePPPoE>0</EnablePPPoE>
<PPPoEUser>user123</PPPoEUser>
<PPPoEPassword>password</PPPoEPassword>
<ARPCachelLife>2</ARPCachelLife>
<MTU>1500</MTU>

<WANGBIP></WANG6IP>
<WANGIPPREFIX></WANGIPPREFIX>
<WAN6Gateway></WANbGCateway>
<Domain6Name></Domain6Name>
<PrimaryDNS6></PrimaryDNS6>
<SecondaryDNS6></SecondaryDNS6>
<EnableDHCP6>1</EnableDHCP6>
<DHCP6AUtODNS>1</DHCPBAUtODNS>
<DHCP6AUutoTime>0</DHCPEAUtoTIMe>

Copyright @ ALE 2020 All Rights Reserved. 2020 July V1

Alcatel-Lucent @

Enterprise

25



Alcatel-Lucent @

Enterprise

<UseVendor6ClassiD>0</UseVendor6ClassiD>
<VendoréClassID></Vendor6ClassID>

</net>

<mm>
<ILBCPayloadType></ILBCPayloadType>
<|LBCPayloadLen></ILBCPayloadLen>
<(G726-16PayloadType></G726-16PayloadType>
<0726-24PayloadType></G726-24PayloadType>
<(G726-32PayloadType></G726-32PayloadType>
<(0726-40PayloadType></G726-40PayloadType>
<DtmfPayloadType></DtmfPayloadType>
<OpusPayloadType></OpusPayloadType>
<OpusSampleRate></OpusSampleRate>
<VAD></VAD>
<ResvAudioBand></ResvAudioBand>
<RTPInitialPort></RTPInitialPort>
<RTPPortQuantity></RTPPortQuantity>
<RTPKeepAlive></RTPKeepAlive>
<RTPRelay></RTPRelay>
<RTCPCNAMEUser></RTCPCNAMEUser>
<RTCPCNAMEHost></RTCPCNAMEHost>
<SelectYourTone></SelectYourTone>
<SidetoneGAIN></SidetoneGAIN>
<PlayEgressDTMF></PlayEgressDTMF>
<DialTone></DialTone>
<RingbackTone></RingbackTone>
<BusyTone></BusyTone>
<CongestionTone></CongestionTone>
<CallwaitingTone></CallwaitingTone>
<HoldingTone></HoldingTone>
<ErrorTone></ErrorTone>
<StutterTone></StutterTone>
<InformationTone></InformationTone>

<DialRecallTone></DialRecallTone>
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<MessageTone></MessageTone>
<HowlerTone></HowlerTone>
<NumberUnobtainable></NumberUnobtainable>
<WarningTone></WarningTone>
<RecordTone></RecordTone>
<AutoAnswerTone></AutoAnswerTone>
<capability>

<AudioCodecSets>PCMU,PCMA,G726-16,G726-24,G726-32,G726-
40,G729,iLBC,0pus,G722</AudioCodecSets>

</capability>
</mm>
<sip>
<SIPPort>5060</SIPPort>
<STUNServer></STUNServer>
<STUNPort>3478</STUNPort>
<STUNRefreshTime>50</STUNRefreshTime>
<SIPWaitStunTime>800</SIPWaitStunTime>
<ExternNATAddrs></ExternNATAddrs>
<RegFaillnterval>32</RegFaillnterval>
<SIPPswdEncryption>0</SIPPswdEncryption>
<StrictBranchPrefix>0</StrictBranchPrefix>
<VideoMuteAttr>0</VideoMuteAttr>
<EnableGroupBackup>0</EnableGroupBackup>
<EnableRFC4475>1</EnableRFC4475>
<StrictUAMatch>1</StrictUAMatch>
<CSTAEnable>0</CSTAENnable>
<NotifyReboot>0</NotifyReboot>
<line index="1">
<PhoneNumber></PhoneNumber>
<DisplayName></DisplayName>
<SipName></SipName>
<RegisterAddr></RegisterAddr>
<RegisterPort>5060</RegisterPort>

<RegisterUser></RegisterUser>
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<RegisterPswd></RegisterPswd>
<RegisterTTL>3600</RegisterTTL>
<BackupAddr></BackupAddr>
<BackupPort>5060</BackupPort>
<BackupTransport>0</BackupTransport>
<BackupTTL>3600</BackupTTL>
<EnableReg>0</EnableReg>
<ProxyAddr></ProxyAddr>
<ProxyPort>5060</ProxyPort>
<ProxyUser></ProxyUser>
<ProxyPswd></ProxyPswd>
<BakProxyAddr></BakProxyAddr>
<BakProxyPort>5060</BakProxyPort>
<EnableFailback>1</EnableFailback>
<Failbackinterval>1800</Failbackinterval>
<SignalFailback>0</SignalFailback>
<SignalRetryCounts>3</SignalRetryCounts>
<SigCryptoKey></SigCryptoKey>
<MediaCrypto>0</MediaCrypto>
<MedCryptoKey></MedCryptoKey>
<SRTPAuth-Tag>0</SRTPAuUth-Tag>
<EnableRFC5939>0</EnableRFC5939>
<LocalDomain></LocalDomain>
<AlwaysFWD>0</AlwaysFWD>
<BusyFWD>0</BusyFWD>
<NoAnswerFWD>0</NoAnswerFWD>
<AlwaysFWDNum></AlwaysFWDNum>
<BusyFWDNum></BusyFWDNum>
<NoAnswerFWDNum></NoAnswerFWDNum>
<FWDTimer>5</FWDTimer>
<HotlineNum></HotlineNum>
<EnableHotline>0</EnableHotline>
<WarmLineTime>0</WarmLineTime>

<PickupNum></PickupNum>
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<JoinNum></JoinNum>
<IntercomNum></IntercomNum>
<RingType>default</RingType>
<NATUDPUpdate>2</NATUDPUpdate>
<UDPUpdateTTL>30</UDPUpdateTTL>
<ServerType>0</ServerType>
<UserAgent></UserAgent>
<PRACK>0</PRACK>
<KeepAUTH>0</KeepAUTH>
<SessionTimer>0</SessionTimer>
<STimerkxpires>0</STimerExpires>
<EnableCRUU>0</EnableGRUU>
<DTMFMode>3</DTMFMode>
<DTMFInfoMode>0</DTMFInfoMode>
<NATType>0</NATType>
<EnableRport>1</EnableRport>
<Subscribe>0</Subscribe>
<SubEXxpire>3600</SubExpire>
<SingleCodec>0</SingleCodec>
<CLIR>0</CLIR>
<StrictProxy>1</StrictProxy>
<DirectContact>0</DirectContact>
<HistoryInfo>0</HistoryInfo>
<DNSSRV>0</DNSSRV>
<DNSMode>0</DNSMode>
<XFEREXpire>0</XFEREXpire>
<BanAnonymous>0</BanAnonymous>
<DialOffLine>0</DialOffLine>
<QuotaName>0</QuotaName>
<PresenceMode>0</PresenceMode>
<RFCVer>1</RFCVer>
<PhonePort>0</PhonePort>
<SignalPort>5060</SignalPort>

<Transport>0</Transport>
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<UseSRVMixer>0</UseSRVMixer>
<SRVMixerUri></SRVMixeruri>
<LongContact>0</LongContact>
<AutoTCP>0</AutoTCP>
<UriEscaped>1</UriEscaped>
<ClicktoTalk>0</ClicktoTalk>
<MwiNo></MwiNo>
<MWINum></MWINum>
<ParkNo></ParkNo>
<CallParkNum=></CallParkNum>
<RetrieveNum></RetrieveNum>
<HelpNo></HelpNo>
<MSRPHelpNum></MSRPHelpNum>
<UserlsPhone>0</UserlsPhone>
<AutoAnswer>0</AutoAnswer>
<NoAnswerTime>5</NoAnswerTime>
<MissedCallLog>1</MissedCallLog>
<ParkMode></ParkMode>
<SvcCodeMode>0</SvcCodeMode>
<DNDOnSvcCode></DNDONSvcCode>
<DNDOffSvcCode></DNDOffSvcCode>
<CFUONSvcCode></CFUONSvcCode>
<CFUOffSvcCode></CFUOffSvcCode>
<CFBONSvcCode></CFBONSvcCode>
<CFBOffSvcCode></CFBOffSvcCode>
<CFNONSvcCode></CFNOnSvcCode>
<CFNOffSvcCode></CFNOffSvcCode>
<ANCONSvcCode></ANCONnSvcCode>
<ANCOffSvcCode></ANCOffSvcCode>
<SendANOnCode></SendANOnCode>
<SendANOffCode></SendANOffCode>
<CWOnCode></CWOnCode>
<CWOffCode></CWOffCode>
<VoiceCodecMap>PCMU,PCMA,G726-32,G0729,iLBC,G722</VoiceCodecMap>
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<VideoCodecMap></VideoCodecMap>
<BLFListUri></BLFListUri>
<BLFServer></BLFServer>
<Respond182>0</Respond182>
<EnableBLFList>0</EnableBLFList>
<CallerldType>4</CallerldType>
<SynClockTime>0</SynClockTime>
<MohServer></MohServer>
<UseVPN>1</UseVPN>
<EnableDND>0</EnableDND>
<InactiveHold>0</InactiveHold>
<RegWithPort>1</ReqWithPort>
<UpdateRegExpire>1</UpdateRegExpire>
<EnableSCA>0</EnableSCA>
<SubCallPark>0</SubCallPark>
<SubCCStatus>0</SubCCStatus>
<FeatureSync>0</FeatureSync>
<EnableXferBack>0</EnableXferBack>
<XferBackTime>35</XferBackTime>
<UseTelCall>0</UseTelCall>
<EnablePreview>0</EnablePreview>
<PreviewMode>1</PreviewMode>
<TLSVersion>2</TLSVersion>
<CSTANumber></CSTANumber>
<EnableChgPort>0</EnableChgPort>
<VQName></VQName>
<VQServer></VQServer>
<VQServerPort>5060</VQServerPort>
<VQHTTPServer></VQHTTPServer>
<FlashMode>0</FlashMode>
<ContentType></ContentType>
<ContentBody></ContentBody>
<UnregisterOnBoot>0</UnregisterOnBoot>

<EnableMACHeader>0</EnableMACHeader>
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<EnableRegisterMAC>0</EnableRegisterMAC>
<RecordStart>Record:on</RecordStart>
<RecordStop>Record:off</RecordStop>
<BLFDialogMatch>1</BLFDialogMatch>
<Ptime>0</Ptime>
<EnableDeal180>1</EnableDeal 180>
<KeepSingleContact>0</KeepSingleContact>
<SessionTimerT1>500</SessionTimerT1>
<SessionTimerT2>4000</SessionTimerT2>
<SessionTimerT4>5000</SessionTimerT4>
<UnavailableMode>0</UnavailableMode>

</line>

<line index="2">
<PhoneNumber></PhoneNumber>
<DisplayName></DisplayName>
<SipName></SipName>
<RegisterAddr></RegisterAddr>
<RegisterPort>5060</RegisterPort>
<RegisterUser></RegisterUser>
<RegisterPswd></RegisterPswd>
<RegisterTTL>3600</RegisterTTL>
<BackupAddr></BackupAddr>
<BackupPort>5060</BackupPort>
<BackupTransport>0</BackupTransport>
<BackupTTL>3600</BackupTTL>
<EnableReg>0</EnableReg>
<ProxyAddr></ProxyAddr>
<ProxyPort>5060</ProxyPort>
<ProxyUser></ProxyUser>
<ProxyPswd></ProxyPswd>
<BakProxyAddr></BakProxyAddr>
<BakProxyPort>5060</BakProxyPort>
<EnableFailback>1</EnableFailback>

<Failbackinterval>1800</FailbackInterval>
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<SignalFailback>0</SignalFailback>
<SignalRetryCounts>3</SignalRetryCounts>
<SigCryptoKey></SigCryptoKey>
<MediaCrypto>0</MediaCrypto>
<MedCryptoKey></MedCryptoKey>
<SRTPAUth-Tag>0</SRTPAUth-Tag>
<EnableRFC5939>0</EnableRFC5939>
<LocalDomain></LocalDomain>
<AlwaysFWD>0</AlwaysFWD>
<BusyFWD>0</BusyFWD>
<NoAnswerFWD>0</NoAnswerFWD>
<AlwaysFWDNum></AlwaysFWDNum>
<BusyFWDNum></BusyFWDNum>
<NoAnswerFWDNum></NoAnswerFWDNum>
<FWDTimer>5</FWDTimer>
<HotlineNum></HotlineNum>
<EnableHotline>0</EnableHotline>
<WarmLineTime>0</WarmLineTime>
<PickupNum></PickupNum>
<JoinNum></JoinNum>
<IntercomNum></IntercomNum>
<RingType>default</RingType>
<NATUDPUpdate>2</NATUDPUpdate>
<UDPUpdateTTL>30</UDPUpdateTTL>
<ServerType>0</ServerType>
<UserAgent></UserAgent>
<PRACK>0</PRACK>
<KeepAUTH>0</KeepAUTH>
<SessionTimer>0</SessionTimer>
<STimerExpires>0</STimerExpires>
<EnableGRUU>0</EnableGRUU>
<DTMFMode>3</DTMFMode>
<DTMFInfoMode>0</DTMFInfoMode>
<NATType>0</NATType>
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<EnableRport>1</EnableRport>
<Subscribe>0</Subscribe>
<SubExpire>3600</SubExpire>
<SingleCodec>0</SingleCodec>
<CLIR>0</CLIR>
<StrictProxy>1</StrictProxy>
<DirectContact>0</DirectContact>
<HistoryInfo>0</HistoryInfo>
<DNSSRV>0</DNSSRV>
<DNSMode>0</DNSMode>
<XFEREXpire>0</XFEREXpire>
<BanAnonymous>0</BanAnonymous>
<DialOffLine>0</DialOffLine>
<QuotaName>0</QuotaName>
<PresenceMode>0</PresenceMode>
<RFCVer>1</RFCVer>
<PhonePort>0</PhonePort>
<SignalPort>5060</SignalPort>
<Transport>0</Transport>
<UseSRVMixer>0</UseSRVMixer>
<SRVMixerUri></SRVMixerUri>
<LongContact>0</LongContact>
<AutoTCP>0</AutoTCP>
<UriEscaped>1</UriEscaped>
<ClicktoTalk>0</ClicktoTalk>
<MwiNo></MwiNo>
<MWINum></MWINum>
<ParkNo></ParkNo>
<CallParkNum></CallParkNum>
<RetrieveNum></RetrieveNum>
<HelpNo></HelpNo>
<MSRPHelpNum></MSRPHelpNum>
<UserlsPhone>0</UserIsPhone>

<AutoAnswer>0</AutoAnswers>
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<NoAnswerTime>5</NoAnswerTime>
<MissedCallLog>1</MissedCallLog>
<ParkMode></ParkMode>
<SvcCodeMode>0</SvcCodeMode>
<DNDOnSvcCode></DNDONnSvcCode>
<DNDOffSvcCode></DNDOffSvcCode>
<CFUONSvcCode></CFUONSvcCode>
<CFUOffSvcCode></CFUOffSvcCode>
<CFBONSvcCode></CFBONSvcCode>
<CFBOffSvcCode></CFBOffSvcCode>
<CFNONSvcCode></CFNOnSvcCode>
<CFNOffSvcCode></CFNOffSvcCode>
<ANCONSvcCode></ANCONnSvcCode>
<ANCOffSvcCode></ANCOffSvcCode>
<SendANONnCode></SendANOnCode>
<SendANOffCode></SendANOffCode>
<CWOnCode></CWOnCode>
<CWOffCode></CWOffCode>

Alcatel-Lucent @

Enterprise

<VoiceCodecMap>PCMU,PCMA,G726-32,G729,iLBC,G722</VoiceCodecMap>

<VideoCodecMap></VideoCodecMap>
<BLFListUri></BLFListUri>
<BLFServer></BLFServer>
<Respond182>0</Respond182>
<EnableBLFList>0</EnableBLFList>
<CallerldType>4</CallerldType>
<SynClockTime>0</SynClockTime>
<MohServer></MohServer>
<UseVPN>1</UseVPN>
<EnableDND>0</EnableDND>
<InactiveHold>0</InactiveHold>
<RegWithPort>1</RegWithPort>
<UpdateRegExpire>1</UpdateRegExpire>
<EnableSCA>0</EnableSCA>
<SubCallPark>0</SubCallPark>
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<SubCCStatus>0</SubCCStatus>
<FeatureSync>0</FeatureSync>
<EnableXferBack>0</EnableXferBack>
<XferBackTime>35</XferBackTime>
<UseTelCall>0</UseTelCall>
<EnablePreview>0</EnablePreview>
<PreviewMode>1</PreviewMode>
<TLSVersion>2</TLSVersion>
<CSTANumber></CSTANumber>
<EnableChgPort>0</EnableChgPort>
<VQName></VQName>
<VQServer></VQServer>
<VQServerPort>5060</VQServerPort>
<VQHTTPServer></VQHTTPServer>
<FlashMode>0</FlashMode>
<ContentType></ContentType>
<ContentBody></ContentBody>
<UnregisterOnBoot>0</UnregisterOnBoot>
<EnableMACHeader>0</EnableMACHeader>
<EnableRegisterMAC>0</EnableRegisterMAC>
<RecordStart>Record:on</RecordStart>
<RecordStop>Record:off</RecordStop>
<BLFDialogMatch>1</BLFDialogMatch>
<Ptime>0</Ptime>
<EnableDeal180>1</EnableDeal 180>
<KeepSingleContact>0</KeepSingleContact>
<SessionTimerT1>500</SessionTimerT 1>
<SessionTimerT2>4000</SessionTimerT2>
<SessionTimerT4>5000</SessionTimerT4>
<UnavailableMode>0</UnavailableMode>

</line>

<p2p>
<SIPP2PEnableAutoAnswer>0</SIPP2PEnableAutoAnswer>
<SIPP2PAUtoAnswerDelay>30</SIPP2PAUtoAnswerDelay>
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<SIPP2PDtmfMode>1</SIPP2PDtmfMode>
<SIPP2PSipInfoDtmfMode>0</SIPP2PSipInfoDtmfMode>
<SIPP2PEnablePreview>0</SIPP2PEnablePreview>
<SIPP2PPreviewMode>0</SIPP2PPreviewMode>
</p2p>
</sip>
<call>
<port index="1">

<EnableXferDPlan>1</EnableXferDPlan>
<EnableFwdDPlan>0</EnableFwdDPlan>
<EnablePreDPlan>0</EnablePreDPlan>
<IPDialPrefix>.</IPDialPrefix>
<EnableDND>1</EnableDND>
<DNDMode>0</DNDMode>
<EnableSpaceDND>0</EnableSpaceDND>
<DNDStartTime>1500</DNDStartTime>
<DNDENdTime>1730</DNDENndTime>
<EnableWhiteList>1</EnableWhiteList>
<EnableBlackList>1</EnableBlackList>
<EnableCallBar>1</EnableCallBar>
<MuteRinging>0</MuteRinging>
<BanDialOut>0</BanDialOut>
<BanEmptyCID>0</BanEmptyCID>
<EnableCLIP>1</EnableCLIP>
<CallWaiting>1</Callwaiting>
<CallTransfer>1</CallTransfer>
<CallSemiXfer>1</CallSemiXfer>
<CallConference>1</CallConference>
<AutoPickupNext>0</AutoPickupNext>
<BusyNoLine>1</BusyNoLine>
<AutoOnhook>1</AutoOnhook>
<AutoOnhookTime>3</AutoOnhookTime>
<Enablelntercom>1</Enablelntercom>

<IntercomMute>0</IntercomMute>
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<IntercomTone>1</IntercomTone>
<IntercomBarge>1</IntercomBarge>
<UseAutoRedial>0</UseAutoRedial>
<RedialEnterCallLog>0</RedialEnterCallLog>
<AutoRedialDelay>30</AutoRedialDelay>
<AutoRedialTimes>5</AutoRedialTimes>
<CallComplete>0</CallComplete>
<CHoldingTone>1</CHoldingTone>
<CWaitingTone>1</CWaitingTone>
<HideDTMFType>0</HideDTMFType>
<TalkDTMFTone>1</TalkDTMFTone>
<DialDTMFTone>1</DialDTMFTone>
<PswDialMode>0</PswDialMode>
<PswDialLength>0</PswDialLength>
<PswDialPrefix></PswDialPrefix>
<EnableMultiLine>1</EnableMultiLine>
<AllowlIPCall>1</AllowIPCall>
<CallerNameType>0</CallerNameType>
<MuteForRing>0</MuteForRing>
<AutoHandleVideo>0</AutoHandleVideo>
<DefaultAnsMode>1</DefaultAnsMode>
<DefaultDialMode>1</DefaultDialMode>
<HoldToTransfer>0</HoldToTransfer>
<EnablePreDial>1</EnablePreDial>
<DefaultExtLine>1</DefaultExtLine>
<EnableDefLine>1</EnableDefLine>
<EnableSelLine>1</EnableSelLine>
<RinginHeadset>0</RinginHeadset>
<AutoHeadset>0</AutoHeadset>
<DNDReturnCode>480</DNDReturnCode>
<BusyReturnCode>486</BusyReturnCode>
<RejectReturnCode>603</RejectReturnCode>
<ContactType>0</ContactType>
<EnableCountryCode>0</EnableCountryCode>
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<CountryCode></CountryCode>

<CallAreaCode></CallAreaCode>
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